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Abstract

Perhaps the greatest technological innovation of the next several decades will be
universal access and utilization of the Internet. Already congestion is becoming a serious
impediment to efficient utilization. We introduce a stochastic equilibrium concept for a
general mathematical model of the Internet, and demonstrate that the efficient social welfare
maximizing stochastic alocation of Internet traffic can be supported by optimal congestion
prices. We further demonstrate that approximately optimal prices can be readily computed
and implemented in a decentralized system by constructing alarge computer simulation

model. We also address the alternative of building excess capacity to avoid congestion.



1. Introduction

The "information revolution” is currently underway and it is made possible by
increasingly powerful personal computers and the rapidly developing information
superhighway (The Internet). Thisrevolution will foster a profound transformation of the
economic organization of society. Already there exists amulti-billion dollar industry
providing on-line services such as financial market information, news, e-mail, shopping,
and interactive games. Businesses will use network services for Electronic Data
Interchange (EDI), advertising, and perhaps even for selling their products through "virtual
stores'. Computations are being done in a networked environment where a user's program
may involve severa different processors.

With the advent of WWW the access to information on the Internet has become
easier and more user friendly - not to mention highly dataintensive. The number of people
who have acquired Internet connectivity is doubling every year. The bandwidth
requirements of multimedia applications such as video conferencing and movies-on-
demand are orders of magnitude greater than current uses (which are predominantly text-
based). The challenge facing the Internet will be to ensure a smooth transition to this new
multi-service multimedia environment.

To deliver an appropriate service quality the most important factor is the bandwidth
available to transmit and/or receive data. At present the Internet backbone is comprised of
T1 and T3 lines with the data transmission speeds of 1.5 Mbps and 45 Mbps respectively;
thisis orders of magnitude greater compared to a couple of years ago when almost the
entire backbone was running at 56 kbps. In the next 5 yearsthisincrease in capacity may
be increased to gigabit ranges. However, the number of servers and users both have
increased enormously in the last 3 years and, as mentioned earlier, the services provided on
the network have become much more dataintensive. Therefore, congestion will be a
growing problem; in fact, congestion is the main culprit which may foil the emergence of a

global, interoperable, data communication network.



A computer network can viewed as an economy whose producers are the computer
servers and whose outputs are compl eted services/programs. We apply economic theory to
address the issue of designing an overall mechanism that coordinates the use of the Internet
so that total net benefits are maximized. Our approach is more general but compatible with
approaches taken in the computer science literature [Dijkstra (1973); Kleinrock (1975,
1976), and Chu and Lan (1987)], and the management science literature [Naor (1969);
Mendelson (1985); Sanders (1988a,b); and Mendel son and Whang (1990)]. These single-
server models were extended for distributed computing in computer networks by Stahl and
Whinston (1991). The current paper develops amodel of the Internet, derives theoretical
results, and presents calibrated testing of our approach viasimulation.I Some other
Internet pricing approaches are taken by Mackie-Mason and Varian, 1994; and Shenker,
1995.

Several interesting modeling issues arise. Thefirst isthe definition of the
commodity in this Internet economy. From the point of view of the server, the natural
concept for the commaodity isa"cycle" of computer processing. Then the capacity of the
server determines the processing speed in cycles per second. Each cycle isa perfectly
private good and carries a unique time label. However, from the point of view of a user, it
isunnatural to conceive of preferencesin termsof cycles; rather, user preferences are more
naturally conceived in terms of services. A specific service may be obtainable from severa
servers using avariety of programs and imposing varying loads on the network. Further,
the preferences of the user will depend on the throughput time for the service aswell asthe
whole temporal pattern of its service needs. Taking this approach leads one to construct

Arrow-Debreu contingency claims markets for each cycle available at each instant of time

1Gupta, Stahl, and Whinston (1996) develop the priority pricing approach for network computing
environments and report a variety of uncalibrated simulation results. The value-added of the current paper
consists of (i) the specific modelling of the Internet, (ii) a specification of user demandtailored to Internet
services, (iii) simulations calibrated to represent the Internet, and (iv) estimation of the potential socia
wefare

benefits from implementing optimal pricing. Gupta, Stahl, and Whinston (1995) is a non-theoretical
introduction to issues involved in Internet pricing and presents early Internet modeling research and a report
on preliminary (uncalibrated) results.



over theinfinite future, contingent on the state of the network (in terms of the length of
gueues and expected throughput times). The sheer complexity of such an approach renders
itimpractical.

Instead, our approach avoids the infinity of contingent markets and posits spot
markets only. We model user preferences as depending on the service acquired and the
expected throughput time of that service. A rental price and an expected waiting time are
associated with each priority class at each server. Given thisdata, a user evaluates and
selects a cost-minimizing program and priority class. The demand (flow rate) of service
reguests from a client depends on the net benefits to the user, and hence is sensitive to the
rental prices. Optimal service demands are then trandated into loads on individua servers
by priority class and aggregated over all users.

With a system of queues there is atrade-off between greater throughput volume and
longer waiting times. An optimal allocation of resources will maximize total welfare of all
users. We prove that there is a unique welfare-maximizing allocation, and we derive the
rental prices by priority class that support this optimum as a"stochastic equilibrium”. That
is: (i) user service regquests are optimal for each user given the rental prices and anticipated
waiting times; (ii) the anticipated waiting times are the correct ex ante expected waiting
times given the average flow rates; and (iii) the aggregate average flow rates are equal to the
welfare-maximizing rates.

Notice that our concept of a stochastic equilibrium is quite different from an Arrow-
Debreu equilibrium with complete markets in which the rights to each processing cycle at
each server for all time would be auctioned off, and the precise loads for each moment of
time would be determined. That approach would be hopelessly unrealistic and infeasible.
Our concept also differs substantially from a Nash equilibrium [e.g. Lee and Cohen
(1985)] in which every user must know every other user's preferences and demands for all
time and must choose a strategy for submitting requests that is a best response to all other

users strategies. That approach isaso unredlistic in itsinformational demands.



Rather than an exact allocation that these two familiar concepts seek, we seek a
stochastic allocation - a determination of average flow rates - that permits some
imperfections manifested by queues with positive expected waiting times, and we adjust
rental prices to optimize the tradeoff between greater throughput volume and longer waiting
times. Wetake for granted that the first-best solutions cannot be implemented in real time
because they require infeasible computational and informational resources. Our solution,
while "second-best”, is an optimal solution within the constraints of having only spot
prices rather than complete Arrow-Debreu contracts and limited common knowledge among
the users. Further, we maintain that our solution is feasible from an informational and
computational point of view.

Next, we turn to the question of implementing this solution. That is, how do we
find the equilibrium rental prices by priority class? One approach would be centralized
computation. However, in the interest of developing a decentralized mechanism, we favor
the alternative approach based on the classic tatonnement process [Hahn, 1982]. We have
conducted simulation testing of our proposed price-adjustment process and have found
very encouraging results. Some results are presented here, adetailed report is the focus of
another paper.

The paper is organized as follows. Section 2 presents the forma model of the
Internet that lends itself to economic analysis. Section 3 describes user preferences, and
choice of optimal computation plans. Section 4 derives our main theorems and shows how
awelfare optimum can be supported as a stochastic equilibrium. All proofs are relegated to
an Appendix. Section 5 presents implementation methods, and Section 6 discusses our
simulation study. Finally, Section 7 concludes with an assessment of the power and
practicality of our economic approach to the design and management of large-scale

computer networks such as Internet, and a brief indication of areas for future research.



2. Description of the Model of the Internet

The Internet consists of afinite number of users, servers and other hardware units
with well-defined, commonly known, possibly diverse capabilities. Examples of
specialized hardware units include an ethernet system, multi-server queues that route
services to the next available processing unit, external disk storage devices and controllers,
and output interfaces. User-clients and servers are computers with diverse capabilities,
with servers generally having more computational capacity, speed and often having
specialized software, including business and home oriented data bases. Let M denote the
set of al user-clients, servers and hardware units, and let m € M denote a generic
"machine” in the Internet.

We assume that each machine is equipped with a priority queue system. For
notional simplicity, we assume that each machine offers K classes of non-interruptable
priority service, K ={1, ..., K}, with k = 1 being the first (or highest) priority.2 For
analytical simplicity, we assume unlimited queue capacity. We hasten to point out,
however, that in equilibrium, the expected queue lengths are finite, so for practical
purposes, sufficient finite queue capacity would suffice and yield qualitatively similar
results.

The machines are connected with each other through a network. We model shared
communication devices (such as data bases and ethernets) as distinct machines. Given this
modeling trick, the abstract network will consist of direct connections only; that is, if m and
m' are directly connected in the network representation, then there exists a dedicated
physical linkage between m and m' that is not shared by any other machine. Let Am denote
the set of machines from which m can receive direct input, and let Bm denote the set of

machines to which m can send direct output. We can formally represent the abstract

21t is straightforward to modify our results for interruptable priority service, or a mixture of interruptable
and non-interruptable priority services. We chose the non-interruptable case because it is quite common,
and because we wanted to keep the notation at a minimum.
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network asN = {((Am, m), (m, Bm)), me M}. In addition, let C denote the subset of
user-client machines: the machines where usersinterface with the Internet.

A typical Internet will support many programming languages. Let P denote the set
of al finite "programs" in the languages of the Internet system. While aprogram could be
a specification of required computations in a multi-processor network, it could also be
interpreted as a specification of a collection of high-level services desired by a user, such as
different news services, leaving to the user-client machine or a server the task of specifying
the detailed code and routing. We can always structure programs so there are two
distinguishable components: instructions and data. The instructions specify (among other
things) the user-client machine where the program starts. A machine reads the instructions,
carries out whatever operations are called for on the data (and instructions), and then routes
the output according to the instructions. Machines also pass through to the output,
instructions which are then carried out by successor machines. Thus, inputs to machines
are viewed as "batch" programs complete with al relevant data and output disposition
instructions.

A machinem e M can be represented by atriplet (vm, fm, dm), where vm isthe
processing speed in cycles per second, fm(p) gives the output when p € Pistheinput, and
am(p) gives the expected number of cyclesrequired to process input p. Then, gm(p)/vmis
the expected execution time of program p at machine m. Note that restricted accessto a
particular machine (such asauser's client) can be represented by a production function that
performs the desired function only if p contains a specific access password, and otherwise
outputs an access-denied message. In asimilar vein, a machine not capable of executing
some program, outputs an unable-to-read message, and if the run time exceeds the limit (if
any) specified in the program, then it outputs a time-exceeded message.

We can now formally characterize the impact of any program p € P on the Internet:
the expected total load on each machinem e M. Suppose program p starts at machine m,

the output isp' € fm(p) and is sent to machine m'; then machine m' produces output p" €
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fm'(p") which is sent to machine m", which produces output p™ € fm"(p"), whichis
finaly returned to the originating machine m where it terminates. The total load on machine
mis Qm(p) = dm(p) + am(p™), the total load on machine m'is Qm'(p) = am'(p’), and the
total load on machinem" isQm"(p) = gm"(p"). For any program p, given that p is started
at the machine specified by the instructions, for each machine m, we define Qm(p) to be the
expected total load on machine m imposed by program p until that program is terminated
and exits from the Internet.3 More generaly, given aprogram p started at the machine
specified by the instructions, let Pm(p) denote the set of "intermediate programs” (e.g., p,
p" in the above example) resulting from the execution of p that are processed by machine

m. Then, Qmy(p) = Im(Pm)- We assume the user's client interface software
Pme Pm(P)

can estimate { gyp(p), me M}.4

Given a stationary stochastic arrival processfor services, let w = {wmk, me M, k
€ K} denote the vector of expected queue waiting times at the machines. Asjust
illustrated, a program may access a given machine several times in the course of executing.

Let um(p) = # Py(p), the number of intermediate programs of p that must be processed at

machinem. Then, program p of priority class k has an expected waiting time of

wmk Um(p) a machine m.>

3While most machines may be deterministic, given idiosyncratic differences (such as different data), it may
be more redlistic to view the load as a random number, abeit with a known mean and small variance. Also
some machines may route a job to successor machines based on the current queue of those machines, so the
"path" through the system may be probabilistic. In the event that a user mistakenly attempted to start a
program p at a machine incompatible with the program instructions, the machine would issue an unable-to-
read message and terminate - thus imposing a negligible load on the Internet.

4This may appear to be aformidable task, especially in view of the "halting problem." However, we
envision that ailmost all users will employ standardized commercial software in which case rule-of-thumb
load estimation techniques could be developed and widely available. Moreover, the client software could
update the rules-of -thumb based on accumulated experience. In the case of hew user-specific programs, load
estimation could be added to the compiler task in a new generation of compilers.

SWhat matters are the beliefs of the clients about the waiting times. We assume that the Internet provides
reliable information to the user's client about w, which form the basis for common beliefs. We further
assume that beliefs about w change at a much slower rate than programs move through the Internet, so a
constant w for a given originating program p is justified.



Finally, assuming that a user chooses asingle priority class, say k, for al phases of
the execution of a program p started at the machine specified by the program'sinstructions,

the total expected throughput timeis

wpkw) = Xm [Qm(p) / vm + Wmk um(p)] - (1)

3. Users, Preferences and Demands
Let | denote the set of users, and for eachi € | let Ci c C denote the set of client

machines to which user i has direct access. Whilethereisaclose linkage of users and
clients, we will continue to employ both termsin specific contexts. The user isahuman
(or group of humans in an organizational team) with preferences which form the basis for
choice. In contrast, the client is amachine, and as such, has no preferences of its own.
While we may endow the client machines with sophisticated software to automate many of
the decision-making functions, the source of value resides with the human user. For
example, in the case of home use, afamily member may want a collection of servicesfrom
the network (abundled product). The client machine in the home, configured for this
family, would figure out the best way to obtain the desired services, and might give options
such as. "you may obtain these services now for a cost of $75, but if you can wait until
after 5 PM, it will cost you only $25."

It is extremely useful to think of users as desiring some specific Internet service
(such asafinancia report) while being indifferent over aternative programs that can deliver
that service satisfactorily. We can then focus on the task of identifying efficient programs
for given services. Let S denote the class of services potentially provided by the Internet.
Servicesse S can be viewed as subroutines which operate on the specific data, provided
that the characteristics of the data (such as size and format) are compatible with the
subroutine. Different qualities (such as precision) are represented formally as different

services.



Since programs specify the client machine at which they must start, the set of
feasible programs for user i is asubset of all possible programs. We let Pj(s) c P denote
the subset of programs that will successfully deliver service sfor user i; that is, if auser i
initiates execution of program p € Pj(s) at the appropriate machine m;j e Cj, then the
Internet will execute the program and return a satisfactory output.

We assume that the instantaneous value to customer i of service sisarandom
variable Vg, and that the delay cost per unit timeis arandom variable §;g, i.e., at different

times the same customer can have different values and delay costs for the same job. Let
Gjg denote the distribution of (Vg 8;¢), with density function gj4(Vs, ;<) and compact
support.

The expected throughput time of program p and priority kis t(p, k, w), as
defined in equation (1). Then, djst(p, k, w) isthe total expected cost of delay, of using
program p.

Expected service costs are determined by the expected |oad imposed by the
program p, the priority class k, and the rental prices of the machines. Letr={rmk(e), m
e M, ke K}, where ryk(qyy,) isthe priority price paid a machine min priority classk for

processing gy, units of work. Then, the expected cost of program p and priority classk at

machinemis X [ rmk(@m(Pm))]. Thus, the total expected costs of product j using
Pme Pm(P)

scheme p € Pj(s) and priority k are

Ciskp(sisa r,w) = 8is’l:(p’ K, W) + X, ["mk@mPr)]- (2

>
Pme Pm(P)

The task of finding a minimum-cost scheme could be subsumed by the client software at

users machines.6

6 This might appear to be an infinite dimensional problem, however, for practical purposes, the smart
agents will have knowledge of a small subset pjg < Pj(s), so that a cost minimization program is finite and
managesble.
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Clearly, auser will prefer aprogram and priority class that minimizestotal expected

costs. Accordingly define

Gs(Bis 1, W) = min{cigep(Sis 1, W) [k e K, pe Pi(s)}.
and vig(Vig 8js 1, W) = Vis- Gig(Bjg 1 W). ©)

By standard arguments, c;‘s() is a continuous function.”

We can conceptualize the flow of user service requests as consisting of two
components. Thefirst component is an exogenous arrival rate of problems that arise and
could be potentially addressed by some Internet service. This component is independent of

service costs. The second component is the cost-sensitive decision to actually request an
Internet service for each problem. Let A denote the exogenous arrival rate of service

requestsfrom user i € | for servicese S, such that the total exogenous arrival rate to the
systemis =X g Ajg Further, let Tiskp be the probability that customer i’ srequest sis
submitted to the network in priority classk e K using program p € Pj(s).

Given ingtantaneous value Vg and delay cost 6, the expected net value passed on

to user i, for service susing program p in priority classk is
UidMiskp: Vig Sis 1 W) = (Vis - Ciskp(Bis I W)) Tliskp (4)

We assume that users make the decision to submit ajob to the network based on
current expected waiting times w and the expected costs and are not concerned with how
processing their service request might affect waiting times w and rental pricesrmk. The
rationale for this assumption is: first, that the instantaneous service request will in fact not

affect the waiting times for their own request, but only for those requests that follow

7 Therewill bea unique cost-minimizing scheme and priority classfor G4 - amost every §;.
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shortly after; second, that the Internet serves alarge set of users who can be assumed to
produce demands independently of each other, and adecision by a single user will not

significantly affect waiting times and rental prices.

Accordingly, each user i will choose T; skp O maximize s(niskp; Vig Ojg I, W),

taking (r,w) as fixed; Tfijks(Vis’ djg |1, w) is characterized by®

Tiskp(Vis sl w) =
0 if Vis- CiSkp(SiS’ r, w) < ViS(ViS’ SiS’ r, w) or ViS(ViS’ 8isa r,w)<0
[0, 1] if Vig- CiSkp(SiS’ r,w) =vjg(Vis 0jg W) =0
1 if Vig- CiSkp(SiS' r,w) =vjg(Vig i W) >0

()

Welet mig(Vig Sig| 1, W) ={mjgkp(Vis Sis| 1 W), ke K, pe Pi(s)} denote the

vector of user i's optimal probabilistic choice functions for service s.

Let X skp denote the average flow rate of service sfor user i in priority class

k using program p, which is actually submitted to the network. where
Xiskp = Msmisp(Vis Sis T W) gis(Vis 8jg) dVis s (6)

Further, let X(r, w) = {xiskp(r, w),ie l,se S ke K, pe Pj(s)} denote the entire

distribution of actual flows. Notethat X(r, w) isacomplete description of demands
and flow through the network, because program p € P;(s) uniquely determinesthe

routing and processing needs through the network for customer i’s service request s.

4. Optima Resource Allocation and Stochastic Equilibrium.

8 Tiskp(® |7, W) will be uniquely determined for Gjg - almost every (Vig, 8;g).
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The most natural definition of an equilibrium would be that average demand zm =
% g Xk Zp Xjskp Qm(p) at each m equals the "supply” vm. However, with a Poisson
arrival process, equality of the arrival rate and the service rate would yield infinite expected
gueue waiting times. But if queue waiting times are infinite, then thereis no value to
computation services, so demand would sink to zero, an inconsistency. Clearly, we want
to have consistency between expected waiting times, demands, and actual waiting times.

Given our framework, the waiting times at a machine m by priority classwill
depend on the distribution of job arrival rates by job size and priority at that machine.
Accordingly, we define  ¢n(p, Q) ={ pm € Pm(P) | dm(Pyy) = QF and
Um(p, Q) =# ¢mp(p, Q), the set and the number of subprograms of program p which put a
load of Q on machine m, respectively. Then, the job arrival rate of size Q in priority k at
machinemis YmkQ = % Xg Ep Xjskp Um(p, Q). Define yy(X) = {\yka(X), ke K,Q

€ IN}. We assume that the expected waiting time at m given priority classk is afunction of

the distribution y(X) and the capacity v,,.° Thus, the waiting times can be defined as

wmk = Q(Wm(X); vm) (7)

where Qk(*;vm) is continuoudly differentiable, strictly increasing and convex aslong as

>k Zmk <Vvm, and Qk(0;vm) = 0. Further, Qk(ym(X); vm) —e° as Xk zmk — vm. We
further assume that 0Qj / awmkq > 099 / awmk-q for al k <k'; in other words, the

incremental waiting time imposed on priority j jobsis greatest for new arrivals of the

highest priority jobs. Qk(wm(X); vm) givesthe physical tradeoff between waiting time
and throughput for priority classk, asillustrated in Figure 1, where wmk is plotted in the

downward direction. Users prefer points to the northeast of this convex boundary; i.e.

they prefer more throughput and less waiting time.

9 This assumption seems to provide very good approximation of average waiting time in our simulation
studies. Itisafairly genera representation and does not restrict one to use a specific queueing
approximation; in fact, most queuing approximations can be used under this assumption.
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Figure 1 - Tradeoff Between Waiting Time and Throughput

To derive the optimal trade-off we need to define a system-wide welfare function.

It is natural to take the sum of non-pecuniary user benefits:

W(m,w) = ”24 Zg 2k Zp }”iS[ViS - SiST(p,k,W)]TCiskp giS(ViS, Sis) dViS dsiS (8

We assume here that there are no costs to operating the Internet and the services, so
the only social costs are due to congestion. However, it would be atrivial matter to extend

the analysis to include positive operating costs.
We then seek an alocation, T = {niskp(Vis’ digie l,se S ke K,pe Fi(9)},

and waiting times w, that maximizes W(mw,w) subjected to equation (7). The Kuhn-Tucker

conditions of this benefit maximization are [see the Appendix]:
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Vis- Sist(p.k,w) < Xm Xh ZQlm(P: QLIHoWmkl Ymh
= niSkp(ViS’ Sis) =0; (99)

Vis- Sist(p.k,w) 2 Xm Xh ZQum(P: QIo2HoWmkl Ymh
= Tigkp(Vis Sig =0, 1] ; (9b)

where ymh is the Lagrangian multiplier for equation (7) and Xjshpm = Xishp Um(p) if
dm(P) > 0; otherwise x; shpm = 0.

Equation (10) defines the shadow price of waiting time for priority classk at
machine m. Equation (9) requires the margina net profit for service s at priority classk to
be greater than or equal to the total shadow cost of the induced incrementa waiting times; if

less, then the optimal “iskp(Vis’ dig) = 0. Lety={ympk me M, ke K}.

In the Appendix, we prove:

Theorem1. Thereexistsagenerically unique (t",w”,y") that maximizes W(r,w),

subject to equation (7) and satisfying equations (9-10).

We now come to the question of whether we can support this benefit-maximizing

allocation with arental-price mechanism. That is, when will vector of probability, =,
which optimizes each y; S(“iskp; Vig 0jg I, W), also optimize W(r,w)? Recall from
section 3 that, if Mjgkp(Vig djs | w) >0, then Vig> §;gt(p, k, W) + Zp, Zpme Prm(D)

[rmk(@m(Pm))] where R.H.S. of thisinequality is equal to djst(p.k,w) + Zp, mee Pm(P)

'mk(dm(Ppyy)) from equation 9(a). Then, noting that,

15



ZQHm(s Q PUMQ] = & _p ) PANVmQ| SamlPm)]- (1)
TCiSkp(ViS, djg | r, w) will satisfy equations (10) if
rmk(Q) = Xn [th/a\Ifka] Ymh (12)

In other words, the benefit maximizing rental price at a machine m with priority k

must equal the average cost of aggregate delay, weighted by the waiting time/throughput

trade-off at m. Given our assumption about Q(*;v ), the rental prices are decreasing in
priority K:  rmi > m(k+1)- We could think of rmy asthe base price, and (fmk - rmk) s
the premium for higher priority service.

However, equation (12) isnot an "explicit" formulafor ryk, since rmk entersthe

right-hand side via xj shpm: In the Appendix, we prove

Theorem 2: Thereexistsan (", w*) such that (i) Tiskp(Vis dis| ", w*) maximizes
Uis(Migep(Vis Sis| o wh); L, wh foralie |, se S (i) (m(Vig Sig | T, w™), w*)

maximizes W(r,w); and (iii) Wk = Q[ wm(X(r", w*); vy foradl me M andk € K.

In other words, given (r*, w”), individual customers choose a probability of

Tigkp(Vis Sis| T ") for their submissions, which resultsin optimal flow rates
xfskp(r*, w"), which in turn generate expected waiting-timesw” satisfying equation (7).
Furthermore, these demands and waiting times maximize the total benefits W(mw,w).

An alternative interpretation in terms of competitive equilibrium can be made. Let
X" denote the benefit-maximizing flows from Theorem 1. Then, Theorem 2 asserts the
existence of rental pricesr” and expected waiting timesw” such that (i) demands x(r*, w*)

equal optimal flows x™, and (ii) these demands via the queues, equation (7), generate
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expected waiting timesw”. We call this interpretation a"stochastic equilibrium,” in that
expected waiting times are correct and "excess demand” in terms of flow rates (x - X*) is

Z€Ero.

5. Implementation: Price Determination

The solution to the Internet resource alocation problem we proposeisto charge
welfare-maximizing rental pricesfor each machinein the Internet. Thetask of determining
the welfare-maximizing prices requires information about (i) the flow rates, xjskp(r,w), (ii)
the expected waiting times, wmk, and (iii) the user's cost of delay parameters djs. The
choice of priority classes by usersrevedstheir underlying delay parameters. A sampling
and estimation procedure could be devel oped to extract thisinformation from data on those
choices, thus making this approach incentive compatible.

Our recommended approach to finding equilibrium pricesis motivated by the classic
tatonnement process [Hahn, 1982]. Heuristically, one wantsto raise the renta price when
the social costs of delays at a queue are excessive, and vice versa. Wefirst describe the
method of obtaining the required information for the tatonnement process.

In lieu of estimating (or knowing) the demand functions, we suggest measuring the
average flows at each machine queue. Let Qi skp(t) denote the current time-averaged

estimate of X; Kpr and let \'/\vmk(t) denote the current time-averaged estimate of expected
waiting times. These estimates can be used to estimate the functions Qk and derivatives
[0 / a“’mkq]-

It isaso useful to define a new quantity that permits an insightful rewriting of
equation (12). Letyiskm = Zp Xiskp Um(p), the flow rate of s"jobs" of priority k from
user i at m - counting each time service saccessesm asa"job". Then, equation (12)

becomes

rmk(@) = 2j[0€2) /Oymigl 2i Xs disYigm - (13)
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From equation (13), we seethat it will suffice to estimate the flow rates yjskm for
each machine. The measurement of Wmk(t) and Yiskm(t) could be decentralized to each
machine. Then, let ’r\mk(t) denote the current value of the right-hand side of equation (13)
using the above estimates. To lessen the chances for instabilities due to over-
responsiveness, we suggest apartial adjustment. Let rmk(t) denote the rental pricesin

"period” t, and let o € (0,1); then, set

rmk(t+1) = o Fmk(®) + (1-0) rmk(®) (14)

It is natural to begin with rmk(1) = 0, and let the system run for one "period"
(perhaps aminute or an hour). Then, take the measurements '\)mG(l) and Qi skm(1), and
compute /r\mk(l) from equation (13) and rmk(2) from equation (14). The continuation of
these steps for every period defines a stochastic dynamic process. Will r(t) tend towards a
small neighborhood of r* sufficiently rapidly and stay there?19 How do the methods of
estimating Ovmk(t) and Qiskm(t), the adjustment parameter o, and the period length affect
dynamic stability?

To ensure stability, the time required to measure accurately the statistics of the
stochastic flows and queues should be small relative to the time between renta price
adjustments, which in turn should be small relative to changes in the external environment
(e.g., exogenous changes in Internet services demanded).

Although stability is more likely to be attainable for stationary environments (users
and services), simulation testing can be employed to experiment with gradually changing
environments. There will be atrade-off between rapid adjustment to the equilibrium on the
one hand, and the stability of the process on the other. In addition, simulations can provide

evidence of the potential gainsin Internet efficiency from optimal rental prices.

10A similar process was studied by Sanders (1988a) and shown to be stable.
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We have conducted extensive simulation testing in specific environments to explore
these stability issues with very encouraging results. For amodel of the Internet consisting
of 50 processors, 100 distinct services, a distribution of user delay costs and demand
eladticities, we have had little difficulty in achieving rapid convergence of renta prices
accompanied by significant reductions in expected waiting times and significant increasesin
net user welfare. We present a description of smulation study and some resultsin the next

section, the complete study will be reported in afuture paper.

6. Simulation Model and Results

In this section we first describe the conceptual model of the Internet along with a
specific implementation in subsection 6.1. 1n subsection 6.2, some results from the
simulation study are presented. Finally, in subsection 6.3, we deal with the question of

providing over capacity to reduce congestion losses.

6.1 The Smulation Model

Figure 2 presents a conceptual model of The Internet. Essentially, we model the
Internet infrastructure as a black-box, i.e., we aggregate the total delay at the server such
that it appearsthat delay is only suffered at the server.1l The users are connected to the
Internet through some access providers (which we can consider asa serviceinitself). The
access providers and the service providers, e.g., news, movies, video-conferencing,
databases, etc., are "directly” connected to the Internet through a data-pipeline of acertain
capacity. Inthismodel, the capacity of the data-pipeline is essentially the bottleneck for the
service providers.12 The network service providers are able to monitor the loads at

different servers, and they impose prices according to the load imposed by the serverson

11This assumption is used to simplify the model, however, the results presented here can easily be extended
to the cases where the delay is suffered at multiple nodes as shown in Gupta, Stahl, and Whinston (1994,
1995).

12From the users perspective, in reality, the bottleneck is either the server's pipeline or the slowest data
communication link in their path to the server.
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the backbone due to the congestion at their gateways. Since these prices are not estimated
at the equilibrium conditions, they are approximate at any given time.13

Figure 3 provides aflow diagram of the simulation model. The arrival ratesto the
system are price/cost sensitive; to explore the effect of demand scaling (from exogenous
growth trends), we vary a parameter X0. We can aso interpret X asthe arrival rate to the
system that would occur if there were free access and zero expected waiting times (i.e., the
hypothetical uncongested arrival rate or the demand for network services). Note that
realized arrivals into the system, being price and delay-sensitive, are always less than X(.

Upon the arrival of apotential service request the type of service required is
identified; aserviceis characterized by the amount of computational cyclesrequired at a
server. Then, the current estimates of prices and predicted waiting times are obtained for
all the servers offering the particular service (and updated every T units of time). We
generate user values and delay costs from normal distributions for which the mean delay
costs are set to be less than 1% of the mean job value. The user then evaluates the total
expected cost of this servicein terms of her delay cost and the service cost against her value
of the service. If thetotal cost of the serviceis higher than her value for the service the user

quits the system; otherwise, she submits the request for obtaining the service.14

L3very little is known about the performance and/or design of feedback mechanisms to control the
processes in real-time. To our knowledge, our effort is the first systematic, theoretically supported,
approach to such real-time problem solving. We have gained valuable insights and have developed several
mechanisms for consistent predictions in real-time. The details of these approaches are beyond the scope of
this paper and will be presented elsewhere.

14Redlistically, this work would be done by a smart agent or client process executing on the users machine.
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Figure 2 - A Conceptual Mode of The Internet

A user'srequest is sent to the server which was chosen asthe least cost server. |If
the server queue is empty, the request isimmediately processed; however, if some job
requests exist in the server queue, then the requests are handled in a FIFO manner.

The results presented here are based on a model which has 50 servers and 100
services. A server can provide several of the 100 services, and a service can be provided
on up to 25 servers. A service "directory” was determined randomly and fixed throughout
the smulation run. The capacity of the data pipelines at the servers are generated through a
random process to be among the following: (i) 128 kbps (kilobits per second), (ii) 256
kbps, (iii) 384 kbps, (iv) 1.544 Mbps (megabits per second), (v) 4.0 Mbps, and (vi) 10.0
Mbps. Thefirst three choices here represent 2, 4, or 6 multiplexed ISDN (Integrated
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Services Digital Network) data channels respectively, the fourth choice is the capacity of a

T1 line, and fifth and sixth choices are typical of those achieved via Framerelay or SMDS

(Switched Multimegabit Data Services) connections. The size of each serviceisaso

randomly generated to be in the range of 10 Kb - 15 Mb; the distribution is chosen such

that there are higher number of smaller services to smulate amore realistic service request

distribution. The mean size of serviceis 2.4 Mb. The service directory and the network

configuration, in terms or service sizes and server capacities, were kept constant for all the

results reported here.
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Figure 3 - Flow Chart of the Simulation Model
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For the purpose of this simulation we assume that the waiting times, Q, at each

server can be approximated by a M/G/1 system, which in our framework could be derived

to be
Qu(Wm(X); vim) = Z¢ z:q VYmkq q?/[2 V?n (1- hék Pmh) (1- hék Pmh)l (15)

where pyk = Zq Ymkq d I vy isthe utilization ratio of machine min priority classk; the

rest of the parameters are the same as defined in earlier sections. The partia derivatives of

Q) are then computed and used in calculating estimates of new pricesin the each period, as
described in the last section.
We examine this system under afree access policy and optimal priority pricing. We

compare these two pricing policies under different sets of load conditions by increasing the

scaling parameter X0. A higher X induces more load on the system and helpsin

understanding the behavior of a network with fixed capacity under increasing load.

6.2. Simulation Results

The results presented below involve two different information conditions. First,
the results for the free-access policy is based on perfect information regarding the waiting
times.1> However, providing perfect information in arealistic situation is not practical
because of excessive cost involved in computing new information for every new request;
furthermore, several requests can be submitted virtually at the same time making this
waiting timeinformation invalid even if it was financially possible to provide perfect
information.

In the more redlistic condition of imperfect condition, users would need to generate

(or access) estimates of expected waiting times during the current period. Because

I5Note that the perfect waiting time information scenario case is the "best-case" scenario for our
implementation of the free access policy because users first check where can they get the fastest service and
the information they get is exact.
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stochastic queues have the property that the variance is at least as large as the mean, the task
of generating accurate estimates from afinite amount of datain real-timeisnon-trivia. We
have experimented with many statistical methods, and have had good results under the
optimal pricing policy using an autoregressive process to predict the future waiting times.
However, the predictions under free-access at higher loads are sufficiently poor to result in
negative net benefits. Therefore, to provide a conservative estimate of the cost of
congestion, the reported net benefits from a free-access policy are based on perfect
information. The resultsfor the optimal pricing policy are based on predicted waiting times
instead of perfect information. In this case both prices and predicted waiting times are
updated at the sametime.

Figure 4 presents the benefits derived by using a 2-priority system versus a non-
priority system using a periodic update scenario. The figure presents net and customer
benefits per unit of time. Customer benefits are customer surplus (net benefits - rent). As
the figure indicates both the customer benefits and the net benefits are higher with 2-priority

system.

——D0O—— Net Benefits (Two

:§ so000 L Priority)
Z 50000 4 — — & — - Net Benefits (Non
% 40000 L Priority)
$ 30000 T ——X—— Customer Benefits
20000 4 X ~~—_ " (TWO Prlorlty)
10000 _)_ix — —X- — - Customer Benefits
0 + } } ! (Non Priority)
0 200 400 600

Demand Factor

Figure 4 - Net and Customer benefits with Pricing Under Periodic Update
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Table 1 displays net benefits and delay costsin dollars per month per server; these
computations are based on calibrating the capacity cost according to the average cost of a
T1 connection asfollows. The current rental cost of aT1 lineis about $1500 per month,
which implies that the cost of a 2.45 megabit/second capacity (the average capacity of
serversin our simulation) is about $2000 per month, or $0.00077 per second. The average
job sizein our simulation program was 2.4 Mb, so an average server would handle one
job/sec. Thus, it is reasonabl e to assume that the mean value of ajob is at |east the cost of
processing: i.e. $0.00077. In our simulation, the mean cost of delay was set to 0.008
times the mean value of ajob (or only $0.022 per hour).16 Table 1 compares the
performance of a periodic update pricing case where delay information is not perfect with
performance of free access with perfect information. Thisis an extremely conservative
comparison, still pricing does significantly better than free access resulting in substantial
gains. If we use the same information assumptions for free-access and optimal pricing,

then the estimated Internet benefits of optimal pricing over free-access double.

Arriva Benefits Benefits Delay Cost | Delay Cost Internet
Rate with prices | freeaccess | withprices | freeaccess Benefits
Xo) ($'s) ($'s) ($'s) ($'s) ($'s)

50 1749.3276 | 1338.9921 123.9569 639.0016 | 103 Million
100 2776.1812 630.6611 266.6029 1732.0273 | 536 Million
250 3881.9087 515.7304 1629.5195 | 2041.7187 | 842 Million
500 4401.1711 | 483.7473 | 3261.6245 | 2145.9051 | 979 Million

Table 1 - Estimated Dollar Benefits per Month

with Perfect Information for Free access and Periodic Updates for Pricing

16Note that this figure for delay cost is probably too low by an order of magnitude. However, recalibrating
delay cost to 10% of the mean value of ajob (or $0.277 per hour) leaves the net benefits reported in Table 1
essentially unchanged. On the other hand, a uniform rescaling of the value of ajob and the delay cost
would, of course, simply rescale all the numbersin Table 1 proportionally. Thus, Table 1 is conservative.
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To scale these per-server estimates to the U.S. Internet (last column), we multiplied
by 250,000, as a conservative estimate of the number of servers on the Internet having an
average capacity of an average server in our simulation.l’ Thus, we arrive at a
conservative estimate of the potential efficiency lossin the order of $10 billion annualy.
Given the historical growth rate of the Internet (100%), the potential loss will exceed $100
billion annually by the year 1999 or sooner.

The results presented here are suggestive of the benefits of applying a near-optimal
pricing scheme on the Internet. Essentially, without a pricing mechanism users with zero
or low delay cost have nothing to discourage them from over utilizing the services,
however, with a pricing mechanism they are forced to obtain only the services for which
their value is higher than the cost. In addition they choose the appropriate service class
dependent upon their service requirements. Service providers, on the other hand have
incentives to provide multiple service classes because they can generate higher revenues

and provide better service overall.

6.3 Capacity Expansion

An alternative to optimal congestion tollsisto increase the capacity of the Internet
SO NO one experiences congestion. We believe that the arguments in favor of simply over-
providing the capacity on the Internet arein error. There are physical and cost limitation of
providing capacity, whereas on the application level the desire for additional capacity seems
boundless. Furthermore, the future applications on the Internet will have inherently
different quality of service requirements. Thus, it is essential that appropriate resource
management techniques be devel oped and tested for a multi-service class network.

To explore the cost of this capacity-expansion approach within our simulation

model, we set X = 250 and incrementally increased the capacity of every server in

17Conservatively, as of October 1994, there were 2.5 million servers on the Internet (source: MATRIX
News); it is safe to assume that collectively 10% of those servers have a capacity equivalent to our server

capacity.
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proportion to the aggregate delay costs experienced at that server until the aggregate net
benefits rose to the level obtainable with optimal pricing and the original capacity. The
required increase in capacity was 4.274 times the original capacity. The current monthly
rental cost of this capacity expansion is $6550 compared with a benefit increase of $3184
per server. Thus, it would be uneconomical to increase capacity enough to achieve the

same net benefits that could be obtained from optimal pricing.

7. Conclusions

The coordination of users of alnternet to achieve efficient utilization of the resource
isacomplex and important problem. With the expected growth of Internet an inefficient
coordination mechanism will cause significant economic losses. Computer scientists have
considerable experience in creating coordinating mechanisms that are part of a networked
operating system. While these mechanisms do coordinate the different processors, there
has been no attempt to develop optimal solutions. The issue we explored isthe design of a
mechanism that can potentially achieve the highest level of resource alocation. To achieve
this goal, we have successfully modeled a Internet with priority queues and genera
stochastic arrival's as an economic resource allocation problem.

The socia welfare maximization problem was specified and solved to define the
optimal allocation of resources. We then derived rental pricesfor each priority class at each
machine that would support the optimal allocation as a decentralized stochastic equilibrium.
Given optimal expected queue waiting timesw”™ and optimal rental pricesr”, users
independently choose when and how many service requests to submit. The aggregation of
these submittal's constitutes a stochastic process that generates queue waiting timesw™.
Moreover, the average flow rates and queue waiting times maximize social welfare.

We suggested a dynamic tatonnement process for implementing this pricing

solution. We implement this dynamic tatonnement process using simulation, the results are
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very promising. Further simulation studies will develop endogenous stabilization
techniques and improve prediction mechanisms and delay cost estimation.

We underscore the need to develop user-interface software that would be installed
in user machines to perform many of the crucial programming and evaluation functions. A
user of any Internet must trandate his service needs into Internet code, and automated user-
friendly methods of accomplishing thistask are being developed and improved al the time.
We suggest enhancing this function by including the ability to estimate the load
requirements. Given Internet provided information about current rental prices and expected
waiting times, it is a smple matter to compute the expected cost of aternative programs and
priority classes. We note that peak-load pricing of existing mainframe systemsinduces
significant changes in user behavior, and we argue that users will have considerable
incentives to use this cost information when designing programs and requesting services,
thereby bringing about significant improvementsin Internet resource utilization.

Our economic approach has the added benefit of providing a sound basis for
evaluating Internet investment alternatives, using a process analogous to free entry and exit
in free-enterprise economies. In other words, a by-service of optimal pricingisan
economic approach to engineering design. All of these theoretical advantages motivate
further study. In addition, the system impact and profitability of anew serviceinstalled on
aserver, such as home shopping, could be investigated via simulation in much the same
way as for infrastructure investments.

In future research we will extend the theoretical model to account for organizational
constraints such as the need to recover the cost of operating the Internet. In this context,
notice that the optimal rental prices could generate significant revenue, perhaps adequate
enough to cover operating costs. In any event, introducing additional constraintsto the
welfare optimization will lead to adifferent expression for the rental prices and will raise
guestions about the role of these prices and their determination. We are aso beginning to

explore through simulation and evolutionary game theory, the strategic interaction of price
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setters on the future privatized Internet, and to study the impact of aternative public
policies. Ultimately, we areinterested in anticipating how the real players might behave,
and what public policies should be adopted to protect the common resource aspect of the
Internet. Obvioudly it would be desirable to be able to test alternative regulatory policies
before they are implemented. Given the complexity of the Internet environment, simulation

isthe only practical way to pursue these issues.

APPENDIX

Proof of Theorem 1.

Since the queue waiting time function Qk(e, v) is strictly convex V z < v and
Qk(y(X); v) > = asz— v, it followsthat for any finite scalar L > 0, theset F(L) =
{(X,w) | X>0,X=2Apand QWmX)ivim) SwWmk <L Vme Mandk € K} isa
compact convex set. Since W(rt,w) is continuous, W(rt,w) hasamaximumin F(L). We
claim that thereisa L™ such that the global maxima of W(r,w) are contained in F(L™).

Supposg, to the contrary, that, as L — oo, the constrained maxima have wmk — < for

some (m,k). Now, since Tiskp > 0 for some p with g (p) > O, then t(p,k,w) — o, and
since Vg have compact support, eventually W is declining - acontradiction. Therefore,
W(x,w) has aglobal maximizer (x*,w") and it liesin a compact convex set.

To solve the global maximum problem using Lagrangian method, we define the

Lagrangian function:

L(mt,w,7) = W(m,w) + ZmZk Ymk(Wmk - Qk[W¥m(X); vml) . (A1)

Since we have just proven that asolution (", w"*) exists, by the Kuhn-Tucker Theorem
there existsay" such that (*,w*, ¥*) satisfy equations (9-10) [e.g., Intriligator, 1982)].

Furthermore, these conditions are sufficient, since L (e, o, y) isconcavein (r, -w) for all v.
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Moreover, since W(e) islinear in (i, w) and € is strictly convex in y(X), it follows that

Tigkp(Vig Sjg) is uniquely determined for Gijg - aimost every (Vig, 8jg).

Proof of Theorem 2.
Let nfskp(vi & Oj5) denote the benefit maximizing allocation given by Theorem 1,

and define Xjgpom = Ais ishp(Vis 8i9) im(P) GigVis dig) dVig djs. Then, using

equation (12), let

*

mk(Q) = Zx [02/oWmKal Zi ZsZp Sis Xishpm (A2)
Now, whenever n};kp(vis, 8i9 >0, equations (9) imply that Vs> Sist(pkw”) +
Zm Z%e Pm(p) rmk(qm(pm) , and whenever Vij < Sij‘t(p,k,W*) +2Xm mee pm(p)

'mk(@m(Pm)) » we have ”rskp(vi ¢ 9jg) =0. Hence, nrskp(vis’ djg) solvesequations (4)
for Gjg- almost every (Vig, j9).18

18Wwhile x;(r* ,w*) may be a set, we always have x*j e xj(r*,w*), and for generic §jg, Xj(r*,w*) is single-
valued. With acontinuum of agents, multi-valued demands have no consequence for the stochastic
equilibrium or the welfare maximum. With afinite number of agents, this"decentralization” problem can
be overcome with an e-optimal approach [Stahl, 1986].
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